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Introduction

The Department of Homeland Security (DHS) was initially begun on October 8, 2001 as
the White House Office of Homeland Security. Once Congress passed legislation to allow the
Department to become a cabinet level Department (November 19, 2002), the Department became
operational on January 24, 2003'. It was created by drawing together 170,000 personnel and 22
separate agencies, each of which had their own separate subculture. These agencies included the
Border Patrol, the Coast Guard, the Secret Service, the Transportation Security Administration,
and others. The difficulty in combining all of these agencies is that each one has different
processes, goals, measures of effectiveness/efficiency, and history.

Organizations tend to view the world through a specific lens which has been developed
on what has made them successful in the past. In “Four Perspectives on Decision Maing”,
Professor James F. Miskel states: “As a result of their specialization, each of the departments and
agencis has its own culture, set of capabilities and way of doing business.”? Given a sufficiently
significant reason to change (e.g. the attacks on September 11, 2001), there are several ways that
leaders can change the way that an organization does business. The two that will be addressed in
this paper are: changing the organizational structure, and changing the measures of
effectiveness/efficiency. While impacting the measurements by which individuals choose to
align themselves with new directions of behavior is arguably the more effective of the two
methods, the proper matrix for enforcing those measures is necessary to formalize those

processes within the organization.

Background
1 History of DHS. Accessed 18 Feb 2008.
2 Four Perspectives on Decision Making. p4.
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An analysis of DHS would be incomplete without addressing the environment in which
the organization must be successful. Politically, DHS is the youngest cabinet, and therefore has
the least political power, although the method of its formation (drawing from existing agencies)
may mitigate this factor (e.g. the Coast Guard traces its roots to the Revenue Cutter Service,
founded in 1790.) Additionally, the high profile of many of the issues that DHS faces will make
its operations more contentious, and therefore of more interest to the public and their elected
officials than other Departments.

DHS has one of the most difficult missions of any Department. Like a good Information
Technology Department, if DHS is successful in preventing and mitigating disasters, then people
will question why DHS needs so many resources. They are responsible for performing
essentially two functions defined in a single mission. The primary mission of DHS is to:
“...prevent and deter terrorist attacks and protect against and respond to threats and hazards to the
nation.”” The first part of this mission deals with man-made disasters and the second with
natural disasters. While there is some overlap in each function, there will certainly be separate
requirements as well. For example, seismic studies predicting the likelihood of earthquakes in a
given area will not apply to terrorist attacks and intelligence gathering should not be applicable
to natural disasters.

Management Theory

Dr. David S. Walonick describes one of the tenets of Contingency Theory in his white
paper, “Organizational Theory and Behavior” as:

“Chandler (1962) studied four large United States corporations and proposed that

an organization would naturally evolve to meet the needs of its strategy -- that

3 DHS Strategic Plan. Accessed 25 Feb 2008.
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form follows function. Implicit in Chandler's ideas was that organizations would

act in a rational, sequential, and linear manner to adapt to changes in the

environment. Effectiveness was a function of management's ability to adapt to

environmental changes.”*
From this theory, t can be inferred that by properly defining the organizational structure to align
to functions, the organization will become more effective.

The National Response Framework describes the three phases of effective response as:
Preparedness, Response, and Recovery’. Typically, most emergency managers will add
Mitigation, defined as the process of taking lessons learned after an exercise or emergency and
ensuring that the first three phases are updated. For purposes of this paper, the author will also
assume that the “Preparedness” phase consists of Preparedness, defined as readying for an event
(in this case, a disaster), and Prevention, defined as taking actions to prevent a disaster from
occurring (e.g. arresting terrorists in their planning stage before they are able to carry out an
attack, or improving the structural integrity of a bridge to be able to withstand an earthquake.)

DHS is currently organized into 24 Directorates, Offices, and Agencies. While each of
these performs a critical function, it is difficult to understand why all of them are direct reports to
the Office of the Secretary. None of them can truly claim to be aligned to a single one of the
phases of a disaster. These legacy organizations exist as direct reports based on how DHS was
created and may possibly remain in their current form solely due to the political ramifications of
moving them from their current level.

While the functions of such Directorates as Management, Science and Technology, and

4 Organizational Theory and Behavior. Accessed 15 April 2008.
5 National Response Framework. p27.



Stephen R. Melvin, PE CSP CPP An Organizational Plan for the Success of the
Department of Homeland Security

National Protection and Programs, are vital to the continued operations of DHS, they exist to be
enablers of the Department's primary goals which are Prevention, Preparedness, Response,
Recovery and Mitigation. By focusing on the enablers rather than the goals, the Department runs
the risk of allowing the means of the organization to become the ends, or to state it another way:
to be focusing on processes rather than outcomes. The same is true of all of the agencies that fall
under the Department. As an example, the US Customs and Border Patrol (CBP) is charged (in
conjunction with the Immigration and Naturalization Service) with:

“keeping terrorists and their weapons out of the U.S. It also has a responsibility for

securing and facilitating trade and travel while enforcing hundreds of U.S. regulations,

including immigration and drug laws.®”
If DHS is to stay focused on its mission, each one of those functions needs to be examined from
the perspective of whether that mission contributes to one of the five phases of an emergency. If
it does not, then the CBP should be moving that function to another department. This is not to
say that a joint task force of the several departments such as CBP, the Department of the
Treasury, and the Drug Enforcement Agency cannot work together to accomplish a specific one
of those functions. They can and they should, but the primary responsibility for the non-mission
tasks should be removed from the Department's purview, or else those tasks need to be included
in DHS' overarching mission.
DHS — Responsibilities and Authorities

(3

To restate, DHS' first mission is to: “...prevent and deter terrorist attacks and protect

7

against and respond to threats and hazards to the nation.”” For purposes of this paper, this

6 About CBP. Accessed 20 Apr 2008.
7 DHS Strategic Plan. Accessed 25 Feb 2008.
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mission will be further brken down into four basic sub-missions. First: to prevent and deter man-
made disasters (terrorist attacks), second: to respond to man-made disasters, third: to prevent
natural disasters, and fourth: to respond to natural disasters. Each of these sub-missions can be
further broken down into the five phases of an emergency. Prevention/deterrence (or protection
against) can be broken into the phases of Prevention and Preparedness. Responding to threats
and hazards to the nation should be further broken into Response, Recovery, and Mitigation.
Once again, DHS' mission does not precisely line up with the phases of an emergency that they
have promulgated in their National Response Framework. Homeland Security Presidential
Directive 5 (HSPD-5) requires that the secretary of Homeland Security be the principal Federal

3

official reqponsible for ensuring that, “...all levels of government across the nation have the
capability to work efficiently and effectively together, using a national approach to domestic
incident management.*” What this effectively means is that DHS requires every response agency
in the Nation to align to the NRF, and therefore needs to align itself to the NRF as well. To be
effective at preparing for and responding to an emergency, the first thing that the Secretary needs
to do, is line up the mission (vision) for the Department with the steps that they are training the
Nation to follow. Once the vision has been defined, the next step is to define an intermediate
end-state for the country. For example, once the Preparedness of a community, city, state, etc.
has been defined in terms of measurable variables, then DHS must define a minimum standard
for communities, cities, states, etc. Then, DHS must lay out the steps to bring the Department
and the country into alignment with those standards. (Note that this intermediate end-state will

be defined at a proposed point in time, in order to determine if progress toward that end state has

been satisfactory.)

8 Homeland Security Presidential Directive 5. Sections 3-4.

5
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DHS has also published the National Infrastructure Protection Plan (NIPP) which
defines seventeen Sectors of the National Infrastructure which need to be protected’. Not only is
DHS not organized according to its missions (phases of an emergency) it is not organized along
the lines of these infrastructures. DHS currently breaks down responsibilities in terms of the
agencies that came to the Department, and aligns none of them specifically to these
Infrastructure Sectors. DHS does have internal offices that are aligned to ten of these
Infrastructure Sectors, but there is no cross correlation to most of the agencies that directly report
to the Secretary. As an example, the Office of Cyber Security and Telecommunications is
responsible for the “Information Technology” and “Telecommunications” Sectors'®. There is no
Director, Assistant Secretary, or Under Secretary to whom DHS' Secretary can turn to determine
the status of those Sectors. The Office of Inspector General for DHS, recently released a report
stating that DHS needs to prioritize its cyber assets, stating: ““...when these responsibilities were
removed from DHS guidance, no DHS office was given the responsibility to identify and

prioritize internal critical infrastructure assets.”"!

Homeland Security Presidential Directive 7
(HSPD-7) requires that: “Federal departments and agencies will identify, prioritize, and
coordinate the protection of critical infrastructure and key resources in order to prevent, deter,
and mitigate the effects of deliberate efforts to destroy, incapacitate, or exploit them. Federal
departments and agencies will work with State and local governments and the private sector to

9912

accomplish this objective”'* and the fact that these assets are not prioritized demonstrates that

there is a disconnect between responsibilities and authority.

9 National Infrastructure Protection Plan. p 20.

10 ibid.

11 OIG-08-31, p4.

12 Homeland Security Presidential Directive 7, Section 8.
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In Joint Military Operations, one of the critical questions is: “Who is in charge?”"® The
same question applies in any traditional command and control environment, although Dr. Marvin
Cetron and Owen Davies, in 55 Trends Now Shaping the Future of Terrorism cite William Nolte
at the University of Maryland who expresses concern that traditional command and control may
be insufficient to effectively deal with the information required to address the terrorist threat.'
When developing plans, carrying out policy, and most importantly funding programs and people,
it is vital that the person with the authority to deal with a specific issue have the responsibility for
doing so as well. To that end, DHS’ organization should resemble the functions and sectors that
have been defined as the process by which to carry out their assigned mission.

The Solution

A typical top-down, pyramidal organizational chart is insufficient to reflect the
complexity of the tasks and assets for which DHS is responsible and which the Department
controls. Similarly, a matrix-type organization is typically able to handle two alternate means of
command and control. DHS has three distinct organizational topologies for which they are
responsible. The first consists of the phases of an emergency. The second revolves around the
previously defined Infrastructure Sectors. The last consists of the statutory agencies that make
up the manpower of the Department (under its current organization.) One solution therefore, is
to create a three-dimensional matrix organization.

Since an organization must primarily focus on its ends to be effective, the phases of an
emergency should serve as the top level. According to the Congressional Research Service's

report, Presidential Appointee Positions Requiring Senate Confirmation and Committees

13 Captain Jack Sussileaux lecture.
14 55 Trends Now Shaping the Future of Terrorism, p 4.
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Handling Nominations,"” the hierarchy within a cabinet is demonstrated to be (top-down):
Undersecretaries, Assistant Secretaries, and then deputies.  (Note that the following
organizational breakdown does not preclude a Deputy Secretary to act as an “Executive Officer”
type of position, nor does it preclude high-level positions for significant support functions.) In
order to focus on the primary missions of DHS, the five top-level Undersecretaries should each
oversee one of the phases of emergencies. For example, the Undersecretary for Preparedness
would be responsible for overseeing all preparedness issues for the country. This part of the
Department would interface with State and Local counterparts, oversee all prepositioning of
equipment for an emergency, work with the Department of Transportation to ensure that supplies
can get to the right places, evaluate State and Local Emergency Response Plans, develop
training, etc. For maximum effect, the Undersecretaries should oversee the development of their
phase within each Infrastructure Sector.

The next level in the organization should be the Infrastructure Sectors. Assistant
Secretaries should head each Infrastructure Sector and should be responsible for overseeing all
five phases of an emergency for their sector. Where some Sectors have a lead agency that serves
in a different Cabinet Department (such as the US Department of Energy that is the lead agency
for the Energy Sector),' the Assistant Secretary should coordinate with that Cabinet Department
to develop the Plans, Policies, Procedures, and Infrastructure direction that will contribute to the
highest levels of Prevention, Preparedness, etc. The last level of the organization is the existing
Departmental agencies. They should continue to be organized along their current lines.

Similarly, each Assistant Seccretary should be reporting the status of their sector to each of the

15 Presidential Appointee Positions. p 5.
16 National Infrastructure Protection Plan. p3.
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their Phase to the Secretary/ Deputy Secretary.
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For example, if the Secretary wants to understand the current status of

Preparedness in the Chemical Sector, he/she would be able to ask either the Undersecretary of

Preparedness or the Assistant Secretary of the Chemical Sector who should be coordinating with

each other to provide the same answer. Under the current organizational plan, if the Secretary

wished this information, he/she would need to ask the Coast Guard, Border Patrol, DHS' Office

of Infrastructure Protection, and the Department of Transportation in order to address port
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terminals, international shipments, fixed facilities, and cross-country hauling of hazardous
materials. From these disparate reports, the Secretary must derive the overall status of
Preparedness across the country in the Chemical Sector. (Note that the current Secretary's
background is in law enforcement.)

Not all of the existing agencies will have responsibilities in all sectors or for all phases of
an emergency. As an example, the United States Immigration and Customs Enforcement (ICE)
has little if any responsibility for the Prevention of an attack on the Water supply in Kansas City.
By organizing the department as laid out in this paper, the Secretary can look at the
responsibilities throughout the matrix and determine where there is no coverage, so that those
responsibilities can be assigned.

The Next Steps

Once DHS is organized to align with it's stated goals and purpose, the Department will
still need to take additional steps to ensure that the organization actually works toward those
goals. “What gets measured gets done.” This quote permeates management literature.
Additionally, according to noted management guru Peter Drucker: “The act of measuring
something changes both the event and the observer.”'” What this means is that DHS must focus
on the outcomes of its programs. Every program implemented, action taken, or dollar granted to
a local jurisdiction should be traced back to improving the Prevention, Preparedness, Response,
Recovery, or Mitigation of at least one Infrastruture Sector.

These measurements are not always easy. How does one quantify the lives saved and
property damage avoided from an attack that never happened? (Prevention) Or the fact that a

critical bridge in San Francisco has been reinforced to prevent it from cracking in an earthquake)

17 Controls and Control Management. pp 233-293.
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(Mitigation after the last earthquake.) Therefore, DHS must develop additional and innovative
ways to demonstrate that their goals have been met.

“Nondimensionalization is the partial or full removal of units from a mathematical
equation by a suitable substitution of variables.”'® Dimensionless variables have been used for
years in the science and engineering fields to determine if something meets a standard without
actually knowing outputs. As an example, in the science of fluid flow, at a given combination of
dimensionless enthalpy and dimensionless entropy, flow will stagnate. It is not necessary for
someone to know the actual enthalpy or entropy inputs to calculate the stagnation points.
Determining those inputs would require much more significant modeling than calculating the
normalied variables, and would not provide a more accurate answer.

Similarly, in the Homeland Security field, it is exceptionally difficult to measure how
prepared a community is. Measuring the response of an agency to a simulated attack is also
difficult, because exercises often become media events and as a result, do not measure anything
useful. This section will describe a sampling of a few of the methods by which DHS can
measure some of these variables.

A disaster, whether natural or man-made can be likened to someone kicking over an
anthill. Immediately, the ants all rush around trying to escape the damage and repair the hill. If
one observes humans after a disaster, one notes that they will respond similarly to the ants in an
attack or catastrophe. The difference is that in the anthill, every ant knows what to do. One
measure of the Preparedness of a community (city, county, state, etc.) is how many people
actually know what to do in an emergency. While, DHS currently encourages everyone to have a

plan and practice it, there are few communities that actually track the number of residents who

18 Wikipedia. “Nondimensionalization” Accessed 4/25/2008.
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are trained and have home plans.

Another theory, the “Virus Theory of Terrorism,” models the country as a body and states
that terrorists can be modeled as a virus."” To extend the metaphor a little further, a natural
disaster can be modeled as a knife wound, concussion, or other physical trauma. A body's
answer to these types of events is to produce white blood cells, and so the white blood cell count
will increase when a body has a potential of infection. For the “Virus Metaphor,” the “white
blood cells” consist of Fire, Law Enforcement, Public Health, the Military, and anyone else who
is trained. One of the ways to measure the Preparedness of a community, its ability to respond,
and even how likely the community is to prevent a disaster, is by measuring the number of
“white blood cells” (i.e. people who are trained) in the population. This indicator is an example
of a “leading indicator” or one that will predict future performance, rather than a “lagging
indicator” or one that demonstrates past performance®. While this indicator is not a certain
prediction of how well a community will perform in an actual emergency, it is an example of an
indicator that will allow DHS to track improvements in a given phase of an emergency.

Another example of such an indicator is the strength of the bonds between an augmented

1<

version of Carl Von Clausewitz' “trinity.” The classic version of this model of a society includes
the population, the government, and the military?'. (Note that at the local level, the military
would consist of law enforcement and emergency response personnel.) Additionally in 2003, the

author published a white paper in which the Clausewitian trinity was augmented to include

Business/Industry*>. The paper also detailed a methodology for estimating the bonds between

19 Keeping Our Neighborhoods Safe. pp4-5.
20 Balanced Scorecard Best Practices. p4.

21 On War. Book 1, Chapter 1, Section 28.
22 A Plan for Homeland Security. p6.
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these groups, and aggregating them to gain an understanding of the strength of a community?.
Again, these bonds are not erfect indicators of capability, but do demonstrate a measure which
can be tracked to allow DHS to gauge its effectiveness.

DHS must determine a set of indicators by which it will measure both a baseline and
progress. These indicators should serve as the same standard that should be used by local
governments when they are spending DHS grant funds, or by internal agencies when they are
spending resources. These standards must align with DHS' goals and missions, and should be
reflected in budget requests to Congress. For example, each line item should be tied to an
improvement — or a sustainment — in a given emergency Phase for a given Infrastructure Sector,
or for overhead. The Secretary of DHS should be held accountable for ensuring that the
overhead is as low as possible and that most of the effort is going towards improvement of
readiness.

The Edges

Things go wrong at the interfaces. There are internal interfaces between agencies, but the
reorganization suggested here along with the proper measurements will hopefully reduce
organizational friction within the Department. Friction in two additional areas must be
addressed, however. First, there will be friction with other government agencies. The
Department of Energy has the lead on the Energy Sector, and the same for the Department of
Transportation. Both of the Departments of Agriculture and Health and Human Services are lead
agencies for the security of the Agriculture and Food Sector, and so on. In order to minimize this
friction, the Assistant Secretary for that Sector will need to be carefully chosen to interface with

that agency's representative. It may even behoove the stakeholders to form a working group to
23 Tbid. p6-9.
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iron out the details. As long as the standards are open, the appropriate stakeolders have been
involved, and the process is transparent, the agencies should be able to work towards the same
goal rather than fight against each other.

The second major source of conflict will be between DHS and its State and Local
counterparts. The locals will tend to see requirements from DHS as a unfunded mandates, and
will resent federal control and direction of their resources. They will also resent not being given
what they believe is their “fair share” of Federal funds to embark upon their emergency response
projects. It will take talented and savvy individuals in each of the sectors to coordinate with
their local government counterparts. DHS should require that states and municipalities provide a
contact for each of the phases/sectors to ensure smooth interaction and continuity.

Conclusion

The current organization of DHS does not match its goals or its stated responsibilites. In
order to be successful, the organization needs to be modified to align with both its stated goals
and functions. An effective organization for this alignment is a three-dimensional matrix
organization which will ensure that every Phase of an emergency in every Infrastructure Sector
will have a person responsible, and that there will be at least one functional reporting chain to the
Secretary for each one. This organization, coupled with effective measures to ensure that the
plans, policies, and actions of the Department are carried out effectively, should raise the levels

of Prevention, Preparedness, Response, Recovery and Mitigation within the United States.
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